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I. OVERVIEW

Ensuring data privacy in machine learning models is critical, particularly in distributed settings where model
gradients are typically shared among multiple parties to allow collaborative learning. Motivated by the increasing
success of gradient inversion attacks recovering private and potentially confidential input data from the gradients
of classical models, this study addresses a central question: How hard is it to recover the input data from the gra-
dients of quantum machine learning models? Focusing on variational quantum circuits (VQC) as learning models,
we uncover the crucial role played by the dynamical Lie algebra (DLA) of the VQC ansatz in determining privacy
vulnerabilities. While the DLA has previously been linked to the classical simulatability and trainability of VQC
models, this work, for the first time, establishes its connection to the privacy of VQC models. In particular, we show
that properties conducive to the trainability of VQCs, such as a polynomial-sized DLA, also facilitate the extraction
of detailed snapshots of the input. We term this a weak privacy breach, as the snapshots enable training VQC
models for distinct learning tasks without direct access to the original input. Further, we investigate the conditions
for a strong privacy breach where the original input data can be recovered from these snapshots by classical or
quantum-assisted polynomial time methods. We establish conditions on the encoding map such as classical simulata-
bility, overlap with DLA basis, and its Fourier frequency characteristics that enable such a privacy breach of VQC
models. Our findings thus play a crucial role in detailing the prospects of quantum privacy advantage by guiding the
requirements for designing quantum machine learning models that balance trainability with robust privacy protection.

ArXiv Pre-print of this work [1] for additional details is available at : https://arxiv.org/abs/2405.08801

II. SUMMARY OF KEY RESULTS

In the contemporary technological landscape, data privacy concerns command increasing attention, particularly
within the domain of machine learning (ML) models that are trained on sensitive datasets, such as financial records,
healthcare information or geo-location data [2-7]. The multi-national adoption of stringent legal frameworks [8] has
further amplified the urgency to improve data privacy. In distributed learning settings, where many different nodes can
train models collaboratively, the user does not need to send their confidential data, but rather their training gradients.
This was originally proposed as a solution to enable collaborative learning while preventing data leakage [9]. However,
subsequent works have shown that neural networks are particularly susceptible to gradient inversion-based attacks to
recover the original input data [10-14].

To address these concerns, we introduce a framework designed to assess the possibility of retrieving classical inputs
from the gradients observed in VQC models. We consider VQCs that satisfy the Lie algebra supported ansatz (LASA)
property [15], which has been key in establishing connections with the trainability and classical simulatability of VQCs
[15-17]. Our study systematically differentiates the separate prerequisites for input reconstruction across both the
variational ansatz and encoding map architectures of these VQC models.

We consider input data x which is encoded into a quantum state p(x) via some encoding circuit V(x). This is then
evolved by some variational circuit W () before measurement of an observable O. The loss function is then defined as
yo = Tr(W(0)p(x)W (0)TO). We consider the case where we know the circuit architecture, the variational parameters

# and the gradients of the model %,Vj € dim(#). The goal of the attacker is to use this information to retrieve x.
J

Our first result establishes a connection between the dynamical Lie algebra (DLA) g of circuit generators and the
privacy of the model. We achieve this by proving the following theorem.
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FIG. 1: Overview of the general framework and definitions. Weak privacy breach corresponds to attacks where snapshots of
the data are retrieved. These can be used as inputs to other models, without explicitly needing the exact data, allowing one
to potentially learn characteristics of the data. If these snapshots can then be further inverted to retrieve the input data x
explicitly, we say the attack has succeeded in a strong privacy breach.

Theorem 1 (Snapshot Recovery). Given the requirements that the VQC satisfies the LASA condition and the DLA
basis can be found in polynomial time, along with the assumption that the number of variational parameters D >
dim(g), where dim(g) is the dimension of the DLA g, the VQC model admits snapshot €s,qp = Tr(Bkp(x)),Bk € g
recovery with complezity scaling as O(poly(dim(g))).

We prove the theorem by working in the Lie algebra framework by effectively implementing the reverse opera-
tion of Lie-algebraic simulation [17] to construct a system of simultaneous equations that can be solved in time
O(poly(dim(g))). The implication of this is that when DLA scales polynomially with the number of qubits, it is
possible to efficiently extract meaningful snapshots of the input, defined as egnap = Tr(Byp(x)), Bk € g, enabling
training and evaluation of VQC models for other learning tasks without having direct access to the original input.
For example, if an image had been encoded in a quantum state, and the snapshot is retrieved, it could be possible to
pass this snapshot through different classification algorithms to learn properties of the image (e.g. if the picture is of
a dog or a cat), even if it is not possible to fully recreate and view the original image. We term this a weak privacy
breach of the model.

We can therefore conclude that a possible condition for protection against classical input recovery using gradients in
a VQC model is to choose an ansatz that exhibits an exponentially large dynamical Lie algebra dimension, as this would
render snapshot recovery difficult. Reviewing previous work within our new framework we see that previous privacy-
demonstrating VQC models [18] effectively relied upon this exponentially large DLA to achieve privacy. However, we
note that this may cause trainability issues for the models as recent works suggest that exponentially-sized DLA, may
lead to the presence of barren plateaus drastically deteriorating the trainability of such models [15, 19]. The privacy
of the model is linked to the DLA dimension and furthermore that there is a direct tradeoff between privacy and
trainability of the model. As exponentially sized DLA models are expected to be untrainable in the LASA case, this
means that for realistic applications, it does not seem feasible to rely on quantum privacy derived from an exponential
DLA precluding snapshot recoverability in the model. This suggests that any privacy enhancement from quantum
VQCs should not derive itself from the variational part of the circuit and focus should be directly towards the encoding
portion.

We then investigate conditions for a strong privacy breach, i.e., recoverability of the original input x from these
snapshots egnap, which is a process we term snapshot inversion. Fully reconstructing the input data from these
snapshots to perform a strong privacy breach presents a further challenge which we show is dependent on properties
of the encoding map, such as the hardness of classically simulating the encoding, overlap of the DLA basis with
encoding circuit generators, and its Fourier frequency characteristics. The two types of privacy breach we introduce
are summarised in Figure 1.

We consider various general architectures and show if they are susceptible to strong privacy breaches through
snapshot inversion. The first encoding is the commonly used Pauli product encoding defined as ®;L1 pi(x;) =

®?1 Rx(z;)]0)(0|Rx(—x;). We show that in this case the input can be found from the snapshots in a closed form
solution for each x; input value given by
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where By, € g are the DLA basis elements and we define Zg

will be vulnerable to strong privacy breaches. This is a significant result as this encoding map is commonly used,

Z; = COS

iml(g) viBr = aiZ; 4 BiY; € g. Hence models of this type



having been implemented in previous quantum federated learning models [18]. The only way in which models can
remain private with this encoding, is if they are immune to snapshot recovery via an exponential DLA as in [18],
although as mentioned this could significantly hinder the trainability.

We then turn our attention to more general Pauli encodings where p(x) = &) ;. ps(x) can be written as a separable
state and prove the theorem

Theorem 2. Suppose that the feature encoding state p(X) is a multipartite state, specifically there exists a partition
P of qubits [n] such that p(x) = @ ;cp ps(X), where we define x; C x to be components of x on which p; depends.
In addition, we have as input an O(poly(n))-dimensional snapshot vector egyq, with respect to a known basis By, for
the DLA of the VQC. Suppose that for pj(x) the following conditions are satisfied: 1): dim(xy) = O(1). 2): Each
xy s encoded at most R = O(poly(n)) times in, potentially multi-qubit, Pauli rotations. 3): The set Sy = {k :
Tr(Bips(x)) # 0 & Tr(Bgpye(x)) = 0} has cardinality at least dim(xy), where J¢ := [n] — J. Then the model admits
quantum-assisted snapshot inversion for recovering xXj. Furthermore, a classical snapshot inversion can be performed
if Vi, Tr(Bgps(x)) can be evaluated classically for all x. Overall, ignoring error in estimating Tr(Bgp(x)), with the
chosen parameters, this leads to a O(poly(n,log(1/e))) algorithm.

This is proven by considering the Fourier decomposition of the quantum encoded state which can lead to the
construction of a system of trigonometric simultaneous equations. Converting these to Chebyshev polynomials and
considering bounds from computational geometry we show that Buchberger’s algorithm [20] can be guaranteed to solve
the equations under these circumstances in polynomial time. This demonstrate a wider class of encoding circuits that
are guaranteed to be vulnerable to strong privacy breaches.

For the most general encoding circuit, with no specified architecture, we treat snapshot inversion as a black box
problem. In this setting guess inputs x’ can be passed to a quantum circuit or classical simulator to find values egnap.
A solution is found when the calculated egnap is sufficiently close to the true snapshot values egap, meaning that x’
will also be sufficiently close to x. In general, it is not possible to guarantee snapshot inversion in polynomial time, as
a grid search would scale O(exp(n)). However, we show that using perturbed gradient descent, the scaling can instead
be formed with respect to the highest frequency Fourier term of the expectation values, assuming the optimisation
does not fail due to bad local minima. This places the emphasis on encoding circuits with high frequency expectation
values. We provide numerics exploring the frequency landscape for example circuits.

In the case that is not possible to classically simulate the expectation values of the quantum encoded state with
respect to the DLA basis elements of the variational circuits, then this can guarantee privacy against strong breaches
if the attacking agent is restricted to purely classical means. Providing a potentially useful framework for circuit
construction against classical attackers. However, if the attacking agent has access to a quantum device that can take
measurements of a circuit to calculate snapshots values.

In the case where the attacker can simulate expectation values of the DLA basis or has access to a quantum device
to obtain the expectation values, then numerical classical snapshot inversion or numerical quantum-assisted snapshot
inversion can be attempted, respectively. We have shown that in this case an important factor in preventing these
techniques is that the expectation values have exponentially scaling frequency terms resulting in the attacks requiring
to solve a system of high-degree polynomial equations. The implication of this is that to achieve useful privacy
advantage in VQC it may require that the encoding circuit is constructed in such a way that the expectation values of
the DLA basis elements of the variational circuit contain frequency terms that scale exponentially. Notably, we find
that having high frequency terms in the gradients, as suggested in the encoding circuit of [18], does not necessarily
protect against numerical snapshot inversion attacks. This is because the gradients inherit the highest frequency
term from all expectation values, but there may be a sufficient number of polynomial frequency expectation values
to perform snapshot inversion, even if direct input inversion is not possible. This introduces stricter requirements to
prevent gradient inversion attacks then previously known.

It remains as a question for future research the types of data which may be trained appropriately using the privacy-
preserving high frequency feature maps proposed. More generally, the prospect for quantum privacy rests on feature
maps that are untrainable with regard to adjusting x’ to recover expectation values €gnap, while at the same time
remaining useful feature maps with respect to the underlying dataset and overall model.

In conclusion, we offer a methodological approach for classifying and analyzing the privacy features of VQC models,
presenting conditions for weak and strong privacy breaches for a broad spectrum of possible VQC architectures. Our
findings not only enhance the understanding of quantum privacy mechanisms but also offer strategic guidelines for
the design of quantum circuits that prioritize security while at the same time maintaining trainability. We provide
strict guidance on a large class of models that should be avoided, which significantly narrows the search for privacy
advantage in VQC models and is therefore of significant importance to the field. Looking ahead, this research paves
the way for more robust quantum machine learning model designs, where privacy and functionality are balanced.
This knowledge offers the potential to deliver effective machine learning models that simultaneously demonstrate a
privacy advantage over conventional classical methods.
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